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The Rise of Risk -
Developments in Enterprise Risk 

Management in Insurers
Anthony Bice
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The rise of risk management

Section 1
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Risk management in the insurance industry faces many new challenges that 
trigger change – both out of necessity and opportunity

Shareholders/investors

MCEV reporting
Cash over “value”
IFRS/fair value
Enhanced disclosure

Regulators/legal
Solvency II
Internal models “use test”
CEIOPS Risk management 
issues paper
SOX
IAIS

Ratings agencies

Emergence of Enterprise Risk 
Management assessment 
from rating agencies (e.g. 
S&P)
New capital models

European 
insurance 
industry

Risk shifted from constraint to 
engine for growth
Transparent asset protection 
products
Innovative risk transfer 
opportunities

Market environment

LON-MOWAS2MKT-172
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A common requirement is that Economic Capital models be used for more than just 
solvency assessment – for example Solvency II’s “Use Test”

Source: CEIOPS Consultation Paper 20, 10 November 2006

Internal risk 
management use test

Regulatory capital 
requirement 

calibration test

Base methodology 
‘statistical quality’ test

Internal model should follow 
the basic valuation principles 
set out in the Solvency II 
regulation
– Valuation of assets and 

liabilities
– Approach to calculation of 

SCR
– Treatment of diversification 

Model parameterisation (e.g. 
model points, distributions etc) 
should be aligned with relevant 
internal and external data

Capital models, and the 
resulting output, should be 
relevant for, and used within, 
risk management

Demonstrable link between
– Company risk strategy 

(sponsored by board) 
– Risk policy, including risk 

appetite, risk limits and risk 
governance

– Modeling infrastructure and 
results

Model calibration should be 
fair and unbiased

Resulting SCR should be 
derived on an equivalent basis 
to that specified for the 
standard approach

1 2 3
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The market shows “zero tolerance” to lapses in a financial institution’s ability to manage the 
risks it is taking

Impact of share price “shocks”

Source: Oliver Wyman analysis on leading financial institutions around the 
globe for last ten years

Causes of share price shocks 
(>20% fall in one month)

Source: Oliver Wyman analysis on 82 financial institutions who suffered 20% or greater 
drop in share price relative to the index in one month
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Months after fall

On strategy –
unpreventable

On strategy –
preventable

Off strategy

Operational risk (5)
Losses in unexpected 
markets (2)

Off strategy

Profits warning (18)
Concentrations (17)
Loss of confidence in 
financial strength (6)
Dividend cut (3)

On strategy –
preventable/
controllable

General market
situation (31)

On strategy –
unpreventable

Drivers of fallsClassification

LON-MOWAS2MKT-172

A risk appetite and ERM framework helps institutions to understand and manage volatility 
and hence avoid such shocks
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Insurers who show how they link risk to strategy and decision making are 
preferred by investors – others can just fall off the radar screen

7Prudential

6AVIVA

5Fortis

4ZFS

2(=)ING

2(=)Allianz

1AXA

Morgan Stanley investor surveyOliver Wyman disclosure study

(not mentioned by respondents)Generali

(not mentioned by respondents)AEGON

What is the best managed European 
insurance group?1Linking risk to decision makingLinking risk to strategyPlayer

Ahead of market

1. Ranked by number of mentionings by respondents as one of the three best-run companies
Source: Oliver Wyman analysis of company disclosure, Morgan Stanley European Investment Survey (Vol. 2) Jan 2007, ranked using three choices per respondent

Embedding and communicating a risk appetite and ERM framework has tangible impact on 
investor perception

Market standardBehind market
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While leading insurers have stepped up their risk management capabilities, many of the 
“laggards” still lack the ability to steer their business towards taking risks that are value 
accreting

Compliance

Loss control

Risk evaluation

Risk 
management

Risk/return 
optimization

Integration 
into strategy

Risk 
monitoring

Balance 
sheet 

projection

Value 
protection

Value 
creation

#1

#2

#3

#4

#5

#6

Current 
industry 

development

Source: Oliver Wyman analysis

Insurers are moving up the risk-management 
capabilities curve …

… but their focus has often been in pockets while the 
integration is still insufficient

Although clear measurement framework developed at 
Group level, businesses remain unconvinced, so that the 
framework remains theory, not practice

Unresolved conflicts between economic metrics and 
other constraints e.g. economic vs. regulatory capital, 
economic vs. IFRS profits

Unclear how to embed risk appetite in the business via 
governance structure and limits

Individual decision makers lack insight how risk taking 
opportunities trade off against each other from the 
Group’s perspective

No clear communication to investors e.g. how overall 
risk framework feeds into decision making, or where 
sources of value creation are

ERM is the consistent understanding, measurement and management of risk at all stages of 
the management process, throughout the organisation

LON-MOWAS2MKT-172
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Compliant with (national) 
laws and regulations
Driven by rating agency 
requirements
Reactive response to new 
requirements
Risk management mostly 
performed at unit level

Compliance
focused

Measures and manage 
risks in isolation
Ad-hoc decisions to 
reduce risks
Risk/exposure metrics 
typically risk-specific, e.g. 
VaR for investment risk, 
PML for underwriting risk

Group risk governance 
framework and structures 
(e.g., “three lines of 
defense”, risk appetite 
statements)
Common risk language
Strong risk management 
organization, culture, 
communication

Enterprise wide risk 
management

Implementation of a group-
wide risk appetite and 
ERM framework
– Embedded through 

limits and planning 
processes

– Integrated into 
strategy

Consistent risk analytics 
used in decision making 
across the group
Strong external story in 
risk management

Strategic risk integration

Aflac

Progressive

Allianz
Allstate

Chubb

Renaissance Re

XL Capital

Lincoln

CNA

Hartford

Travelers

Prudential Inc

Aegon Aviva
Royal&SunAlliance

SwissRe

AIG

Manulife

AspenRe

Old Mutual Zurich

AXA

MunichRe

Prudential plc

Risk mitigation focused

Generali

Legal&General

Level of sophistication

Odyssey Re
PartnerRe

IAGING

The level of sophistication varies substantially across the industry

Laggards

US regional

US commercial and
specialised reinsurer

US life

European
regional life

Sophisticated
reinsurer

Leading Europe
based global insurer

and reinsurers
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As does the role of the Chief Risk Officer and the risk department

CFOCRO

CEO

…

Committees

CFO

CRO

CEO

…

Committees

CFO

CRO CEO

…

Committees

The Executive CRO The Strategic CFO The Prudent CEO

Pros

Cons

CRO is a member of the executive 
team as a peer to the CFO etc.

Gives CRO authority and 
organizational power
Goes down well with rating 
agencies and regulators

Strong overlap with finance/ 
treasury department requires co-
ordination

CRO reports to the CFO, who is 
ultimately responsible for risk and 
value management

Makes co-ordination between risk 
and finance easy
Risk topics benefit from CFO’s 
gravitas
Broadens CFO role

May conflict with any CIO role the 
CFO may have
CRO still requires profile and 
authority

CRO operates a risk-controlling staff 
office on behalf of the CEO

Elevates risk topics to the highest 
level

Ends up being just risk 
controlling/compliance
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S&P describe specific requirements for their ERM ratings in terms of five different 
categories, but ultimately, the goal is to make consistent risk/return decisions 

Risk management 
culture

“Focus is on an insurer’s risk tolerance, appetite and preferences – explicitly stated or implicit in 
behaviors, standards, limits and structures”
“Additionally, focus is on the insurer’s general quality of governance”

Risk control 
process

“Focus will be on evaluating those controls for an insurer’s full risk landscape, in accordance with 
the relevance of each respective risk type”
“One important component is the ability to learn from past losses”

Extreme event 
management

“Processes to imagine, track, prepare for, and learn from new risks that could emerge”

Risk and capital 
model

“Focus is on the quality of processes that support the models used to provide risk information”
“The review assesses the underlying methodologies, processes and controls that ensure that 
output is timely, accurate, robust and appropriate”

Strategic risk 
management

“Strong or Excellent strategic risk management is a driver of an overall Strong or Excellent ERM 
evaluation”
“To be rated Strong or Excellent, an insurer would need to demonstrate that in addition to a 
process to ensure satisfying the constraints from regulators, rating agencies, and internal views of 
capital, they have a process for choosing and rejecting potential options that have higher or lower 
risk-adjusted returns”

Source: Standard & Poor’s; Oliver Wyman analysis

12LON-MOWAB1MKT-117© 2007 Oliver Wyman www.oliverwyman.com

Over 85% of insurers were given a Weak or Adequate ERM assessment 
by S&P

ERM-scores 2006 (241 insurers in total)

5 10 15

83
85

30

74

15

50

88

22 3

10

0%

20%

40%

60%

80%

100%

Europe US/Canada Bermuda RoW

Weak Adequate Strong Excellent

Source: Standard & Poor‘s

Comments

Relatively high ERM quality in Europe compared to 
US or rest of the world

Adequate is the largest category with 81% 
in 2006

Most of the large global insurers are Strong or 
Excellent, and some have already been upgraded due 
to their ongoing ERM programmes

S&P expects that 15% of the insurers with an 
Adequate rating will move towards either Strong or 
Excellent in the next three years

ERM is now receiving a lot of attention from regulators, rating agencies and investors and 
many insurance companies do not or barely meet expectations
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Enterprise Risk Management for Insurers

Section 1
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Continuous 
monitoring of 
the risk-profile

Integration of 
risk into 
decision 

processes

Allocation 
of binding 

mandates to 
take risks

Group 
ownership of 

risk profile and 
risk appetite

The Enterprise Risk Management cycle

Enterprise Risk 
Management

(ERM)
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Industry practice is developing around four dimensions to risk appetite

Source: Oliver Wyman benchmarking study

Although recognized as a consideration, usually not 
articulated in risk appetite; normally covered by 
“Policies & Guidelines”
Existing statements relate typically to “past burns”

Corporate governance and citizenship
Consistent deliverance on promises
Reputational risk

Sound reputation

Apart from ratings considerations (banks), liquidity 
has not been a focus of risk appetite developments
The technical challenges to do so are large

Maintain dividend cover
Maintain debt cover

Sufficient liquidity

The trend is to integrate accounting and economic 
profit, with quantified comfort zones
Risk appetite is typically on an aggregate level, and 
not split by sources of risk to profit

Keep up stable earnings
Keep up stable EV growth

Stable profitability 
and growth

All peers monitor regulatory solvency
Additionally, it is industry standard to monitor EC and 
rating-capital adequacy
Leaders have a quantified comfort zone for capital
Rating capital is not normally part of risk appetite

Maintain regulatory requirements 
(e.g. FCD)
Maintain rating (e.g. S&P)
Meet target economic requirements 
(Risk capital)

Adequate capital level
Benchmarking insightsRisk appetite elements

16LON-MOWAB1MKT-117© 2007 Oliver Wyman www.oliverwyman.com

Risk appetite is being integrated into business processes at 
both operational and strategic levels

Focus on value 
optimisation

Focus on controlling 
within risk appetite

Group’s
risk appetite

1. Link to
business operations

Translation of group’s risk tolerances 
into limits on more manageable risk 
indicators
– Risk type, product type, business 

unit, etc.

Monitoring limits using risk dashboard

Escalation procedures for breaches

Regular reporting of trends to senior 
management

Contingency plans for risk transfer 
where appropriate 

Optimisation of risk/return within 
tolerances through
– Strategic planning
– Budgeting, i.e. allocation of scarce 

resources
(e.g. economic capital)

– Optimal utilisation of excess 
capital

– BUs optimising via ALM, product 
design, and risk selection/transfer

Proactive external communication

2. Link to strategy
and growth  
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Two options for the governance to align local risk taking with 
group risk appetite

Board level “outputs”

Capital at
risk

Earnings 
volatility

Risk/return 
trade-off

BU level risk exposure “inputs”

Monitor and manage the group 
risk appetite in aggregate

Managers make autonomous decisions without 
account of the effect on risk profile
Group centre aggregates exposures and takes 
corrective action centrally as required
Requires significant information flows and expertise at 
group level

Convert to hard risk exposure limits based on 
marginal contribution to risk

Managers have freedom to operate within 
set boundaries
Group plays a monitoring role, with corrective action 
when limits are beached or diversification different to 
expected
Requires regular monitoring and updating of 
risk diversification

– or –

BU1

ALM Equity Ins

BU2

NatCat Equity Motor

BU3

ALM IRCredit

IllustrativeEEV

IFRS

DividendEC

Reg Cap

Rapid Accumulation
Steady Growth

Risk Limits

Illustrative

Illustrative

18LON-MOWAB1MKT-117© 2007 Oliver Wyman www.oliverwyman.com

In practice, risk is managed through a combination of guidance, trigger 
levels and hard limits…

Risks that are assumed as part of the 
core business activities but which 
accumulate rather than diversify

Viewed as a core part of doing 
business – drives generation of 
manufacture profit

Non-core risks, so control is 
maintained at group level

Strategic risks – monitoring 
with escalation triggers

Accumulating risks – exposure 
limiters

Tactical risks –
hard limits at group Level

Insurance risks
Strategic ALM risks (with-profits)

NatCat risk
Longevity

Market risk on shareholder 
balance sheet
– Equity
– Interest rate mismatch
– Credit

Greater BU 
ownership

Greater group 
ownership
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…and a well-integrated risk management process that starts at the top

Risk dashboards to monitor 
current and evolving risk profile

Stress and scenario testing

Regular reporting of individual 
early  warning signals to CRO; 
used to escalate intervention in 
the case of breaches

Group processes, e.g. planning, 
ALCO, risk dialogues

Delegated processes; allocation 
of limits, delivery of  detailed 
guidelines and policies 
consistent with group risk 
appetite

Escalation policies for breaches

Understanding and articulation 
of 
– Desired risk profile 
– Acceptable and 

unacceptable sources of 
risk

4 Review and refresh risk tolerances

Review existing risk tolerances against 
strategic and tactical opportunities and 
refresh operating limits

Align risk taking
with risk appetite

Monitoring through
actionable management 

information

Senior management
ownership of risk profile

1 2 3
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Leading European insurers are moving beyond risk management 
towards a fully economic basis for capital allocation and performance 
measurement

For each of the following, do you use economic capital 
measures? 

0% 25% 50% 75% 100%

Limit setting

Product pricing

Crediting policy

Strategic asset allocation

Reinsurance policy

Capital management

Strategic planning process

Performance management &
target setting

Primary used Alternative used Not used

Economic capital is being incorporated into performance 
management

This is being applied to individual components of the 
insurer value chain

Source: IFRI/CRO Forum Economic Capital survey

In-force 
management

Liability 
manufacture

ALM

Capital 
management

Asset 
management

Liability 
management

Strategic risk 
management

Investment 
management

Tax 
management

Risk 
transfer

Asset 
origination
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Risk profile is monitored through a comprehensive Risk Dashboard tailored to 
the individual business profile

Current risk profile

Core metrics (earnings at 
risk, capital at risk)

Indication of status relative 
to threshold value 
(red/amber/green)

Threat scenarios

Impact of realistic threat 
scenarios impacting 
multiple risk drivers

Assessment of risk leading 
indicators

Evolution of core metrics

Historic development

Scenario-based analysis of 
future progress

Key trends

Evolution of key risk drivers 
over time

Economics Bureau forecast 
of likely trajectory and link 
to threat scenarios

Single factor stresses

Impact of single risk drivers 
(e.g. interest rate drop, fall 
in equity returns)

Action tracking

Action tracking summary

Identifies developments 
from one report to the next

Concentrations

Concentrations at name, 
sector and country level

Includes both credit and 
equity exposure

Executive summary of key 
information

Links to other sections of 
Dashboard where more 
detail is presented

Executive summary

1

4

32
3

5

6 7

LON-MOWAB1MKT-117

Achieving best practice

Section 3
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In order to achieve a best practice ERM framework, insurers are looking at their 
capabilities and ambitions in four key areas

Coverage of “risk map” by standardised models: 
insurance risk (life and non-life), ALM risk, market risk, 
credit risk (investments, re-insurance), catastrophe risk, 
business risk, operational risk

Aggregation method and management of diversification 
method

1. Models for measuring and analysing
the overall risk situation

Integration of risk measurement

Establishment of the risk management “idea” within the 
organisation

Ongoing development of risk models

2. Implementation into 
operational environment

Committee structure

Internal risk reporting

Organisational structure within risk management

Risk appetite, risk tolerance and limit system

3. Governance and instrument 
for managing risk

Integration of risk management into strategic steering

Impact of risk management on incentive systems

Impact of risk management on pricing, product design and 
profitability measurement

Impact of risk management on investment management

External risk communication

4. Group-wide use of risk
information for risk/ return decisions


